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Multi-factor Authentication faazls

Multi-Factor Authentication (MFA)
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Multi-factor Authentication (ChatGPT)
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tell me standard of MFA.

MFA stands for "Multi-Factor Authentication,” which is a security measure used to protect
digital accounts and devices by requiring users to provide multiple forms of authentication

in order to access their accounts or devices.

The standard for MFA varies depending on the platform or service being used, but generally

it involves the use of at least two of the following three factors:

1. Something the user knows, such as a password, PIN, or security question.
2. Something the user has, such as a smart card, mobile phone, or authentication token.

3. Something the user is, such as a fingerprint, facial recognition, or other biometric factor.

in addition to requiring multiple factors of authentication, MFA also typically involves the
use of strong encryption, secure communication protocols, and other security measures to
ensure that the authentication process is secure and resistant to attacks by hackers and

other malicious actors.
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Multi-Factor Authentication

Multi-factor authentication

Something you
Dual-factor Three-factor
authentication Fingerprint authentication
.., PIN and Face Face e.g., PIN, Face, and ID badge
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Something you Somethingyou = 1

KNOW HAVE

Password Smartcard USE dongle
PIN USB token Phone
Security questions RFID badge PC




RFC 2818: HT TP Over TLS

RFC 2865: Remote Authentication Dial In

User Service

RFC 7519: JSON Web Token (JWT)

RFC 3447; Public-Key Cryptography
Standards

RFC 6979; Deterministic Usage of the
Digital Signature

n1sguduany client - server
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RFC 6455; The WebSocket Protocol

RFC 6238: TOTP : Time-Based One-Time

Password

RFC 9238: Loading Manufacturer Usage

Description

RFC 8809; Registries for Web
Authentication (WebAuthn)




1103§7U RFC (3)

Authorization Framework »
OpenlD Connect »

RFC 6749: The OAuth 2.0 Authorization

Framework

Identity layer on top of the OAuth 2.0
protocol
hittps://openid.net/connect
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2. Grant Type : Authorization Code

3. APl MLA82UD
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1. Resource Owner (User)
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Ao d31 Fadurdrved resources fg o luszuu

2. Application (Client)
Ao application 38 third-party application ##84n15 access
%’agmamﬂ LlY¥U web server, single page application, mobile,

desktop 182




3. Resource Server (HRIS)
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4. Authorization Server (OpenlID server)

fe server fviutiitlunns grant authorize (an/ayyn Avidian)
1% client %38 application 1 ¢ 8111509192 acccess ‘fl'aa‘lla‘um
15718 3 scope MsIA%UA




5. Authorization Code

\{Uuns grant authorize A28n15 return authorization_code KU
9749 query string url 1als application Yanens 1
authorization_code tuluve access_token 310 authorization

server #alU

6. Client Credentials

14 client_id ua2 client_secret Tun1598 access_token M54 ¢ 21N
L e X, -

authorization server 350151 aguanllauIunvas user Ad user

Lailduau grant authorize Ad8A9La9 (Mastruduanines)




€ Authorization code flow

The authorization server will respond with a code , which the client can exchange for tokens on a
secure channel. This flow should be used when the application code runs on a secure server
(common for MVC and server-rendered pages apps).




Authorization Code 1¥d1$u Web Server #l¥ Code #undslumsiflausiedu OpenliD Connect
Server IngliflAUnwmelRas150uz1HU

Authorization Code Flow

User

(Resource Owner)

1. User Authorization Reguest

2. User Authorizes Application

User-agent
(Web Browser)
A li : Auth
pp Ication 3. Authorization Code Grant
(Client) Server
(Service API)

4. Access Token Request

5. Access Token Grant
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1. client_id & client_secret

. . . - a
client id wag client secret aanlilag Ag2.Ma. NaldAasia OpenlD

connect server

2. redirect_uri
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3. post_logout_redirect_uri
\Ju Logout callback url dwsuiile logout LE3audaznutindi
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4. \fiu id_token 14fils Front-end waldifiu End session-endpoint
AP/ ilafingsann logout azld redirect url nduluntififiviua

5. 19 Token-endpoint API was Userinfo-endpoint API i Back-end
server wazlinsilawme client_secret wag access_token ilass

6. access_token expired 1ua1 24 %a.
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7. Back-end server a256319 Token #A1eninel 39198910 access token

7. Anwn Flow N15%1974 nauag code




Server
(Back-end)

10. Return user profile

&. Return Access token and ID token

OpenlD Connect
Server

6. Send authorization code to baclk-end
10.Return grant access and user profile
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2. Authorization code request
3. Prompts for login page
5. Return authorization code

Application

(Font-end)
4. User enters credentials

1. Click login

User
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Tun1steya
client_id
redirect_uri
scope
response_type
response_mode

state

nonce

Function : Authorization-endpoint API

Tuazdun
(Aga.ne. Wudeenli)
Home url callback

¢y : “openid profile”
%Y : “code”
Y : “query”

State is there to protect the end user from
cross site request forgery(CSRF) attacks

String value used to associate a Client session
with an ID Token

Require
Require
Require
Require

Require

deslsnld

dreslsnld




VUV Front-end

this.swc_openid_login_url = JS
'https://openid.rtaf.mi.th/oidc/auth?client_id="+client_id+'&redirect u
ri="+redirect_uri+'&scope=openid%20profile&response type=code&r

esponse_mode=query&state="+state+'&nonce="+nonce

https://openid.rtaf.mi.th/oidc/auth?client_id====m=omese==2 18redirect_uri=}




VUV Front-end

2. dla user click button Ve login 1% redirect lUniififnun

window.location.href = this.swc_openid_login_url

JS

3-4. 989970 user enters credentials 1839 OpenlD connect 9%

. Y <l d o . .
redirect nauxvtinnmualily redirect_uri




VUV Front-end

5. Authorization code 3ggndsnlu Address bar %84 Front-end Tu

nsed Credentials failed 92d9 error ¥ruLguUNY

https://otp.rtaf.mi.th/login@y}?code=Ulgfbwnqu¥rhgdwdvTx3)jaavitBasf

hitps://otp.rtaf.mi.th/login@/?error=access_denied&error_description=Fassy




VUV Front-end

6. Front-end &4 Authorization code ndufl Back-end e l# Back-

end Y8 Access token, User profile 971 OpenlD connect server

| let urlParams = new URLSearchParams(window.location.search); JS

let code = urlParams.get('code")

let profile = await this.fn__swc_openid_get profile (code,
redirect_uri )




VUNDUNY Back-end

7. Back-end #4 Authorization code ‘U OpenlID connect server

d
INDUD Access token wag ID token

| . Function : Token-endpoint API

Tunitoya TuasIdun
1 clent_id (Av2.ne. Wuioenly) Require
2 client_secret (aw2.me. \Uuesniv) Require
3  grant_type 72y : “authorization_code” Require
4  redirect_uri Home url callback Require

5 code Aumasan login d159 (luaddress bar) Require



VUNDUNY Back-end

8-9. 1189311 OpenlID connect server &4 Access token, ID token
nauw 1% Back-end d3 Access token naulu#i OpenID connect

| = ¥
server aNAIILNRYD User profile

. Function : Userinfo-endpoint API

578n1598Ya Fuadun

1  access_token 1#a1nn15149 Token-endpoint API Require
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nasuAldlveannu 3¢ WordPress

1. login 1#1 WordPress 1ugn3va4 root , install plugin #4871

OpenlD Connect Generic Client

OpenlD Connect Generic Client

Description  Installation FAQ Changelog Reviews

Warning: This plugin has not been tested with your current version of
WordPress.

This plugin allows to authenticate users against OpenlD Connect OAuth2
APl with Authorization Code Flow.

Once installed, it can be configured to automatically authenticate users
(SSO), or provide a "Login with OpenlD Connect”

button on the login form. After consent has been obtained, an existing
user is automatically logged into WordPress, while

new users are created in WordPress database.

Much of the documentation can be found on the Settings > OpenlD

Connect Generic dashboard page.

Please submit issues to the Github repo:

https://github.com/daggerhart/openid-connect-generic

Version: 3.9.1
Author: daggerhart
Last Updated: 8 months ago

Requires WordPress Version: 4.9 or
higher

Compatible up to: 6.0.3
Requires PHP Version: 7.2 or higher
Active Installations: 4,000+

WordPress.org_Plugin Page =

Plugin Homepage »

AVERAGE RATING

Wolokokok

(based on 14 ratings)

REVIEWS




l Login with OpenlD Connect

| You are now logged out.

Username or Email Address

‘ root

Password

d

(] Remember Me

Single Sign-On with
OAuth2/0penlD Connect

nitipol

o AD | OTP | Password+OTP | QR Scan |

[ Cancel ]

OpesiD carmict Authenticatisn with CAUIS Ratharizatian

|~ openid @




o J Y
nsLYausia lYau
. sTuuigalfnuwuuatelae
AU QAUTH2/OPENID CONNECT

AUTHORIZATION CODE FLOW )

By : S.Thitipol



